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Chair Biographies  
Hello, my name is Bart Hearn, and I am currently a junior at Clinton High School. I am greatly looking 
forward to working with Ian and all of you to have a phenomenal Security Council. This will be my third year 
participating in Model UN although it is my first time chairing. I have thoroughly enjoyed the preparation and 
am excited for conference day! Along with Model UN, I spend much of my time playing viola in and outside 
of my school’s orchestra, as well as taking part in multiple clubs at Clinton, such as yearbook and Science 
Olympiad. I also play tennis and am on the indoor track and cross country teams. If you have any questions 
or concerns prior to conference day,  please feel free to contact me at barthearn0131@gmail.com. I am 
looking forward to an exciting debate and hope to help make your UMVMUN 2019 a great experience!  
 
Hello delegates! My name is Ian Tracy and I will be one of your chairs for UMVMUN 2019’s Security 
Council along with serving as the conference’s USG of Policy. I am currently a senior at Whitesboro High 
School and this is my second year working with UMVMUN and my third year in Model UN altogether. 
When I am not working on conferences and debates, I allot much of my time to participating in some of the 
clubs at my school, such as the Literary Magazine and the Red Cross Club, and being a part of the 
Whitesboro Cross Country team. Please do not be afraid to contact me at iantracy10@gmail.com with any 
questions you may have before conference day. My co-chair and I have been working diligently to prepare for 
conference day, and we hope to create a wonderful experience for all of you.  
 

Social Media 
UMVMUN makes a conscientious use of social media to promote attendance at our conference, share news 
and resources, and engage with delegates who plan on attending. Additionally, UMVMUN will have a 
Snapchat filter for use during lunch breaks. We strongly encourage all delegates to follow our Twitter and 
Instagram handles @UMVMUN, make use of the #UMVMUN hashtag, and confirm your attendance on 
our Facebook event page Upper Mohawk Valley MUN 2019. In the weeks leading up to the conference we 
will even have our chairs post valuable resources that will serve to guide delegates in their committee research! 
 

 
 
 

Committee History 
Standing as one of the six principal organs of the United Nations, the United Nations Security Council was 
established in 1945 at the end of World War II. The Security Council holds permanent residence at the 
United Nations Headquarters in New York City. The Council is able to mandate decisive actions, ranging 
from peace talks to meetings and negotiations. If necessary, the Council may also respond to crises with the 
use of force, by deploying peacekeeping operations, and/or by imposing sanctions on states.  
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The Security Council is most notable for its unique role within the UN and its membership and power. The 
UNSC is composed of five permanent members and ten non-permanent members elected for two-year terms 
by the General Assembly. The purpose of the Council is to achieve regional balance, as reflected by its ten 
nonpermanent members to be composed of five Asian or African nations, two Latin American nations, one 
Eastern European nation, and two Western European (or any other region) nations. One of the most notable 
traits of the Security Council is the lack of reform throughout its history; the Council has not changed the 
number of seats nor which nations make up the permanent five members since inception. This has birthed a 
movement within the United Nations, calling for a change within this body. Important figures within the UN, 
such as former Secretary-General Kofi Annan, have voiced their concerns for the lack of reform, believing 
that without it the council’s standing in the world will weaken.  
 
Since the Security Council is regarded as one of the most powerful bodies within the United Nation, many of 
its decisive decisions have been heavily criticized by many nations. In 2002, President of the United States 
George W. Bush criticized the UNSC for not taking any action against Iraq, which was believed to be acting 
in defiance of UN ideals and agreements by amassing weapons of mass destruction all while being tied 
terrorist organizations. This was not the first time the Council was cited for not taking forceful action until 
catastrophe had already ensued; the Rwandan Genocide of 1994 is often cited as one of the biggest failures of 
the United Nations and the Security Council. Ultimately, decision 1441, a US and UK backed action that 
called for military action against Iraq, was made without clear and uniform approval from the Council. It was 
also known that France, a permanent member with veto powers, was proposing to halt this decision. This 
fault and others with similar circumstances have been viewed as failed diplomacy and feared as an indicator of 
the future failures of the Security Council. 
 
Despite some of its faults and criticisms, the Security Council has made great strides in ensuring international 
diplomacy and safety. The UNSC has sent several peacekeeping missions in response to a need for 
humanitarian aid and diplomacy, such as in Cyprus in 1964. The Council has also effectively and appropriately 
applied sanctions when nations or groups have acted out of order. Some of the sanctions enforced by the 
Security Council include ones that were placed on Libya after the Lockerbie bombing in 1992, North Korea 
after the nuclear testing in 2006, and Iran for its nuclear program in 2010. Regardless, the decisions and 
actions taken by the UNSC, arguably the body with the most executive powers, on extremely subjective and 
sensitive matters have successfully met many of the original goals of the United Nations. 
 

 
Special Committee Notes 
At UMVMUN 2019, the delegates of the Security Council will participate in a crisis committee using 
Harvard-style debate. All working papers will be created authentically via the interaction and debate that 
occurs in the committee. Delegates may not come with pre-written resolutions any topics. Instead, chairs 
expect delegates of the Security Council to turn in two copies of their country’s position paper to the 
committee chairs. A position paper must be written for each topic in order to qualify each delegate for an 
award. 
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As a crisis committee, much of the time spent in committee will be spent forming directives, communiques, 
press releases, and using portfolio powers.  

● Directives are small statements that mention how the delegate will handle a given situation.  
● Communiques are statements that directly interact with other countries in another committee.  
● Portfolio powers are actions taken by a delegate that can speed up simulation by using your 

government position or job description.  
 
To limit the amount of paper used on conference day, we ask that the position papers be composed using 
Garamond font (size 11), that the position papers be printed on both sides of the paper, and that the position 
papers for each topic are stapled together into a single packet. In addition, the Chairs at UMVMUN 2019 
look favorably upon delegates sending their position papers to their respective committee chairs via e-mail by 
December 9 so that the chairs can give more careful consideration to the preparation and thought that their 
committee members have given to the topics that will be discussed. Sending position papers to the chairs in 
advance is not required, only encouraged. Emailing position papers does not replace the requirement for 
delegates to two printed copies for the chairs. 
 
In Security Council, delegates will be allowed to make decisions and take immediate action on pressing issues 
and urgent threats. If there is a vote to take action, then any of the permanent five members of the Security 
Council (China, Russia, United States, France and the United Kingdom) may use their veto power to cause 
the vote to fail.  
 
It should be known that, at UMVMUN, we strive to acknowledge the most outstanding delegates in 
committee by choosing the three delegates that exhibit the most well-rounded preparation for the conference 
and the best performance in committee. To learn more, we urge delegates to explore the Awards Rubric on our 
website. Delegates new to Model UN and/or UMVMUN should refer to the Delegate Preparation Guide linked 
on our website to learn about: research, flow of debate, public speaking, rules of procedure, caucusing, 
writing resolutions, and dressing for success. 
 
Note: As a main organ of the United Nations, the delegates of the Security Council should understand that they will not only be 
responsible for preparing to solve issues related to the topics of this council and the various crises that occur during conference day, 
but they will also be responsible for hearing the proposed action-orientated operative clauses of any working paper passed in other 
committees. For example, another committee may wish to compel member-states to act and/or condemn the actions of a 
member-state. Prior to the conference, please familiarize yourself with the topics of the these committees and/or work with 
delegates at your school who are representing your assigned country in these committees to coordinate plans to persuade members of 
the Security Council to pass these types of operative clauses.   
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 Topic 1: Threat of Another War in the Middle East Due to Rising 
US-Iran Tensions 
 
Introduction 
The United States and Iran have historically had a tense relationship. This relationship has further 
deteriorated in recent years with the growing threat of nuclear weaponization by Iraq and the continued 
global hegemony enjoyed by the already-nuclear United States. In the 2000s, Iran was exposed for working to 
build its nuclear arsenal and develop a uranium-enrichment plant. This caused an increase in tensions and led 
to diplomatic engagement with the United Nations nuclear watchdog and other bodies, as well as the 
imposition of burdensome sanctions on Iran’s economy. According to the Central Bank of Iran, Iran’s GDP 
growth rate dropped from about 13% in 2016 to -6% in 2019 after these sanctions were reinstated. After 
years of opposing policies among the United States, European Union, United Nations, and Iran, a deal was 
finally agreed upon in 2015, known as the Joint Comprehensive Plan of Action. This deal between the P5+1 
(Russia, China, France, Germany, the United Kingdom, and the United States) and Iran called for the Iranian 
government to reduce their nuclear program in exchange for the Western nations descreasing their crushing 
sanctions on Iran. While the deal relieved some tensions, in May 2018, United States president Donald 
Trump abandoned what is commonly known as the “Iran nuclear deal” and reinstated strenuous sanctions on 
Iran, holding the belief that Iran had violated the terms of the agreement by being non-compliant. The 
relationship between the two countries has dramatically worsened since then as both nations have been 
publically making condemnatory accusations against one another, including over social media platforms such 
as Twitter. As Iran threatens to expand its nuclear arsenal and the United States refuses to back down its 
“Maximum Pressure Policy,” a military confrontation between the two powers seems increasingly realistic. 
Not only would this be immensely harmful to both the United States and Iran, it would also significantly 
impact the international oil industry and global economy altogether.  
 
Definition of Key Terms 
Sanction: Financial penalties applied by one or more countries onto a self-governing state, group, or individual, 
typically in the form of trade barriers, tariffs, and restrictions on financial transactions. 
 
The Joint Comprehensive Plan of Action (JCPOA): A nuclear deal between the P5+1 and Iran that controls and 
limits the Iranian nuclear arsenal. 
 
Maximum Pressure Policy: President Donald Trump’s approach and strategy towards Iran, often regarded as a 
hawkish approach, inciting and escalating tensions between the two groups. However, the US feels this is 
necessary in order to protect fair trade and retaliate against Iran’s threats. 
 
General Overview 
Iran is located in the oil-rich Middle East, bordering the Persian Gulf and the Gulf of Oman to the south. 
The Persian Gulf, Gulf of Oman, and the Strait of Hormuz, which connects the two, are highly significant 
bodies of water in the oil industry; the daily flow of oil in the Strait of Hormuz averaged about 21 million 
barrels per day in 2018, according to the US Energy Information Administration. In addition to being one of 
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the most crucial locations for the global economy, this region has also recently become a hotspot for 
hostilities between Iran and the United States. While the two countries have had a rocky history in the past 
few decades, tensions have spiked with the policies enforced under the Trump Administration. Iran has 
complied with the terms of the Joint Comprehensive Plan of Action since its passing in 2015, but in May 
2018, the United States went against the deal — with the belief that Iran was directly violating the terms of 
the deal and inciting terrorism — and reinstated unrelenting sanctions on Iran. It is believed by some nations 
that Iran, in direct violation to terms clearly defined in the treaty, has been developing and testing ballistic 
missiles and nuclear weaponry; Iran denies all of these claims. 
 
European nations tried to maintain trade with Iran for some time after the United States backed out of the 
deal in 2018, but eventually many companies began to give up deals with Iran in order to preserve business 
with the United States. In April 2019, Donald Trump threatened to terminate waivers allowing nations to 
continue crude oil trade with Iran without the imposement of sanctions, which provoked Iran to declare that 
they would start to stray from the nuclear deal as well by May 2019. As recent as July 2019, Iran has been 
confirmed by the International Atomic Energy Agency to have surpassed the enriched uranium limit that was 
set in the JCPOA. Hostilities have since evoked alarm in the Persian Gulf region. The Trump Administration, 
especially under the influence of the rather hawkish US Secretary of State Mike Pompeo and White House 
National Security Advisor John Bolton, has pursued a maximum pressure policy with Iran. The sanctions and 
restrictions imposed by the United States have caused immense economic instability in Iran and, as the US 
refuses to back down, military conflict seems ever more possible. Nations dependent on Iranian oil for energy 
production, such as India, one of Iran’s biggest importers, have been feeling the effects of the sanctions as 
well, struggling to effectively meet economic demands. 
 
While the conflict between Iran and the United States is continuous and changes nearly every day, there have 
already been multiple events that were disturbingly close to military confrontation or possibly even nuclear 
activity. After his withdrawal from the Iran nuclear deal in 2018, Trump dispatched an aircraft carrier strike 
group to the Persian Gulf and Gulf of Oman in order to increase US military presence and surveillance in the 
region. In May and June of 2019, six oil tankers were attacked near the Strait of Hormuz, for which the 
United States and some allies blamed Iran. Soon after, Iran shot down a US drone, claiming it was flying over 
Iranian territory while the US claims it was flying over international waters. A retaliatory strike against Iran 
was nearly carried out until Trump called it off minutes before the American bombers were to arrive upon 
their targets. In July, the USS Boxer shot down what the United States believed to be an approaching Iranian 
drone. However, the Iranian government claims that they did not lose any of their drones and that the United 
States likely shot down an aircraft of their own. The unpredictable antagonism in the Gulf of Oman and 
Persian Gulf continues to be a daily threat. 
 
The United States is not the only Western nation enduring hostility near the Strait of Hormuz. While the 
United Kingdom continues to struggle over executing its decision to leave the European Union, it has taken 
action astray from the European Union in the Strait of Hormuz. The UK seized an Iranian ship that was 
supposedly exporting oil to Syria and therefore violating EU sanctions. However, according to Iranian 
Foreign Minister Mohammad Javad Zarif, Iran is “neither a member of the EU nor subject to any European 
oil embargo,” and so the UK’s action was “piracy” and “unlawful.” The United Kingdom’s military presence 
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in the Persian Gulf has prompted Iran to threaten to retaliate. Additionally, the tensions near the Strait of 
Hormuz has raised further apprehension regarding the ongoing Iran-Israel proxy war, as the United States has 
followed a course of policy similar to that of Israel.  
 
It is not particularly known how the United States will react with specific nations continuing business with 
Iran. In the case of China, one of Iran’s chief oil importers, the United States has been relentless with 
oppressive tariffs. As China and the US are already engaged in a continuously shifting tariff war, with both 
sides wishing to compromise and stop it, the conflict with Iran has given the United States an excuse to 
increase tariffs against China as punishment for supposedly violating sanctions on Iran’s oil industry. 
Nonetheless, any violent military action around the Strait of Hormuz could prove to be disastrous for all 
parties involved, as well as the entire global economy.  
 
As the United States continues to debilitate Iran’s already unstable economy with their relentless sanctions, 
Iran continues to make progress in the development of a nuclear weapon. Unless a peaceful solution is soon 
established, the nightmares of a nuclear confrontation that would wreak havoc on the global economy are 
becoming closer to a reality.  
 
Major Countries Involved 
China: Taking the role as one of Iran’s largest oil importers, China has been slammed with tariffs by the 
United States for allegedly violating restrictions imposed on Iran’s oil sector. Tensions in the Middle East are 
being reflected in international trade relations as the tariff war between China and the US continues to 
heighten. China has been conducting joint naval exercises with Iran, putting the global economy at risk. 
 
Iran: Iran and the US have had a tense history with each other. The JCPOA, whose goal was to mend 
relations between the P5+1 and Iran in regards to nuclear production, has begun to fail due to the withdrawal 
of the US from the deal, following a string of accusations that Iran was not complying. The Iranian 
government has publicly exchanged harsh words with the US and with the current lack of total control in the 
Strait of Hormuz skirmishes are expected to escalate. 
 
The United Kingdom: Like many other Western nations, the UK and Iran have had a history of economic 
tensions regarding the oil industry. Having a presence in the Strait of Hormuz similar to the US, the UK has 
made previous attempts to impose their own sanctions on Iran and hold their navy within the region. 
 
The United States of America: Having a strong military presence in the Middle East, the US has sought out many 
peaceful solutions, but Maximum Pressure Policy is taking the place of traditional diplomacy. President 
Donald Trump pulled the US out of the JCPOA after accusing Iran of violating some terms of the 
agreement. Hawkish stances within the US and Iranian governments have led to skirmishes and small attacks 
within the Strait of Hormuz,indicating that a peaceful resolution may be soon be unachievable. 
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Relevant Non-Governmental Organizations (NGOs) 
The International Atomic Energy Agency: Works towards a safer and more peaceful use of nuclear science and 
technology, striving towards meeting the United Nations’ Sustainable Development Goals. The 
intergovernmental organization attempts to report accurate and up-to-date statistics regarding the world’s 
usage of nuclear technology, and has aided in providing information in the Iran nuclear deal. 
 
The International Organization for Standardization (ISO): Gives specifications for products, services, and systems 
with the purpose to ensure the safety and quality of international imports and exports. The ISO works 
towards fair and efficient international trade. This NGO has been having to work through and attempt to 
regulate some aspects of trade both directly and passively affected by the sanctions and tensions that lie at the 
center of this problem. 
 
The International Chamber of Commerce (ICC): The ICC makes it a top priority to ensure fair business practices 
and seek out global approach to regulation, all while promoting and investing in international trade. The ICC 
additionally works towards finding a solution in international disputes that may be based in trade in order to 
further secure the benefits to international commerce. 
 
Timeline of Key Events  1

1953: British and US intelligence agencies orchestrated the ousting of Prime Minister Mohammad Mossadeq, 
who had wanted to nationalize Iran’s oil industry. 

 
1979: Iranian Revolution: Iran Shah Mohammad Reza Pahlavi (supported by the US) is forced to leave the 
country Jan 16, then Islamic leader Ayatollah Khomeini returns from exile, and on April 1 the Islamic 
Republic of Iran was established. 

 
1985-86: Iran-Contra Scandal: Supposedly to help Iran in freeing American hostages from militants in 
Lebanon, the US clandestinely sent weapons to Iran; the profits were channeled to Nicaraguan rebels, causing 
a political crisis for US president Ronald Reagan. 

 
1988: USS Vincenness shoots down an Iranian passenger plane, claiming it was mistaken for a fighter jet, 
killing all 290 people on board. 

 
2000s: An opposition group exposes that Iran is developing nuclear facilities and a uranium enrichment plant; 
the US accuses Iran of secret nuclear weapon programming; several diplomatic engagements with UN nuclear 
watchdog follows; US, UN, and EU sanctions are imposed on the ultra-conservative government under 
Mahmoud Ahmadinejad; Iran currency loses ⅔ of its value. 

 

1 As events unfold leading up to the conference, we will post important information on our Twitter page @UMVMUN. 
Please follow us so you don’t miss out on these updates! 
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2015: Iran agrees to a deal on its nuclear programme (JCPOA). The deal requires Iran to limit its nuclear 
activity and allow international inspectors in exchange for a lifting of the burdens imposed by the crippling 
economic sanctions. 

 
May 2018: Donald Trump abandons the JCPOA  in order to restore intense sanctions on Iran and countries 
that trade with it; relations worsen and the US sends aircraft carrier strike group and bombers to the Gulf Sea 
in order to keep a watch on the escalating tensions. 

 
May & June 2019: Six oil tankers are hit in the Gulf of Oman, which the US blamed on Iran. 

 
 June 2019:  A US military drone is shot down over the Strait of Hormuz by Iranian forces; the US claimed it 
was international waters, but Iran claimed it was their territory.  
 
Previous Attempts to Resolve the Issue 
Although there have been many trade deals, diplomatic agreements, and subsidies enacted with the intent to 
relieve tensions and reinstate stable trade relationships between states, there has not been a clear 
improvement of the situation. The Strait of Hormuz and the question of which state has control over it is still 
controversial and widely disputed with no apparent end. 
 
Within the Strait of Hormuz, states have seen it necessary to make naval advances in order to protect their 
ships and cargo since passing ships have been seized and captured on several occasions by pirates and the 
Iranian government. However, this had a clear and opposite effect at relieving tensions and instead the 
number of strifes and attacks has increased alongside sentiments of mistrust and aggression. Overall, with the 
current state of the parties involved within the region. 
 
Possible Solutions 
Evidently one of the only nonviolent solutions to the US-Iran conflict would be a deal similar to that of the 
Joint Comprehensive Plan of Action, but perhaps there are many instances where a new or reworked deal will 
still fall short regardless of its implementation. The question is, however, what could be done differently to 
ensure that members are unwilling to withdraw from the deal, ensuring its failure. A large cause of the issue 
also appears to be a result of the instability of trade relations and sentiments between nations, resulting in 
trade wars, tariffs, and sanctions, all of which have been deemed as either direct attacks or strictly illegal by at 
least one state at one point or another. Regardless, it appears that peaceful diplomacy and non-aggressive 
actions will be difficult to achieve and the solution must be innovative and fully-encompassing.  
 
Appendix  

1. UN News - JCPOA 
2. The Joint Comprehensive Plan of Action (JCPOA) at a Glance 
3. Verification & Monitoring in Iran by the IAEA 
4. US Pressure on Iran - Timeline of Events 
5. Updates in the Strait of Hormuz 
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Questions Essential to Debate 
1. What could be done to ensure the most peaceful outcome possible? Can a solution be achieved 

without any violence? 
2. How could international trade relations remain stable despite the present tariff wars and sanctions? 
3. How could deals and agreements, such as the JCPOA, be improved in order to ensure their success 

without parties withdrawing? 
4. How could the territorial debate in the Strait of Hormuz be approached so that naval advances, 

pirating, and strifes are no longer a danger to oil exportation? 
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 Topic 2: Physical Manifestations of Cyber Attacks 
 
Introduction 
As society becomes more technologically advanced, its dependance upon the internet, digital networks, and 
computers grows as well. People now depend on digital sources and social media sites for news and 
information, and governments are seeking to increase productivity with computers to organize elections and 
databases to store private information. However, this dependence has created a great weakness for many 
developed nations and its citizens as foreign groups or individuals acting on their behalf have the ability to 
interfere and attack through new means. Already, developed nations have begun to feel the effect of these 
attacks in the form of misinformation, malware and viruses, and breaches of personal data. Governmental 
branches and programs, most notably in the US, are working to prepare for and protect their nation from 
cyberattacks. Because of the elusive nature of cyberattacks and cyberwarfare, there is always the potential that 
hackers could easily override any layers of protection and firewalls they come across. Many fear that these 
attacks could escalate beyond the simple breaches of data over the internet, causing incidents such as power 
grid shutdowns or jeopardized banking systems. Due to the means in which attacks are carried out, it is 
difficult to confirm whether an attack was by the will of a nation in a proxy or rouge individuals and groups. 
Regardless, many nations and their leaders have accused other states of ordering the attacks, only causing 
more tensions and reasons to retaliate. 
 
Definition of Key Terms 
Cyberwarfare: Politically motivated attacks from one nation-state to another to disrupt activities and 
organization, typically strategically or militarily motivated; Most experts agree that cyberwarfare is defined by a 
cyberattack that directly leads to the loss of life. 
 
Denial of Service (DoS) Attack: An attack defined by a user’s inability to access information or information 
systems accomplished by flooding systems with traffic; a Distributed Denial of Service (DDoS) attack targets 
via multiple computer systems, preventing access from both users and systems. 
 
Internet of Things (IoT) Devices: Digital, mechanical, or computing devices/machines, objects, and infrastructure 
that have the ability to transfer and store data over a network without requiring a human-to-human 
interaction. 
 
White Hat Hacker: Internet slang term for a computer or IoT device security expert who specializes in testing 
the security of an organization’s security systems by using infiltration testing and other testing methodologies; 
otherwise referred to as an “ethical hacker” 
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General Overview 
One of the most daunting aspects of cyberattacks is its omnipresence in society. Cybersecurity breaches can 
affect everything from an entire nation to an individual — and they occur constantly. Additionally, the 
perpetrators of such attacks range from national government organizations to individual hackers who work 
for no specific group or party. Due to the immense range of possible culprits, the perpetrators of cyber 
attacks can be especially difficult to track down, and the elusive manner of cyber attacks makes them hard to 
identify or detect in advance. 
 
In today’s technologically advancing society, the use of what is known as “Internet of Things” (IoT) devices is 
becoming increasingly common. While IoT devices are making the everyday lives of many consumers easier, 
the threat of infiltration from outside hackers arises. White hat hackers, or “ethical hackers” who specialize in 
testing the security of information systems by attempting to crack such systems, have discovered the endless 
possibilities of overriding IoT devices that consumers use on a daily basis. “Anything that is part of a physical 
network that is monitored by sensors and uses computing control systems can be infiltrated by incoming 
corrupted data,” says Arizona State University professor, Lalitha Sankar. This includes anything from grid 
systems to smart refrigerators. As more and more IoT devices are used by individuals, and hackers learn the 
vulnerabilities of such devices, the threat of cyber-physical attacks that could result in the loss of lives 
becomes more serious.  
 
Promoting a nation’s interest is a predominant and often destructive use of cyber weapons. Certain countries 
such as the United States, Russia, China, North Korea, and Iran are relying more heavily on digital networks 
to achieve their political, economic, and military goals. Russia and the United States have a notoriously tense 
relationship regarding cyberattacks and both consider each other capable adversaries. In the previous twenty 
years, the United States built up its capacity to launch cyber operations but often failed to execute actual 
attacks, falling behind the fast paced improvement of cyber weapons. Russia on the other hand was eager to 
launch attacks against their enemies, outpacing their actual capacity to do so. However, since 2016 the two 
nations’ policies regarding cyber operations have seemingly converged. Now, the United States is more willing 
to launch attacks against Russia and Russia has built up its military cyber capacity through extended 
recruitment and malware development. The United States presidential election of 2016 is a prime example of 
a cybersecurity breach on an international level. Russian hackers were able to infiltrate key aspects of the 
election infrastructure and, according to Senate Intelligence Committee’s report,  “were in a position to, at a 
minimum, alter or delete voter registration data.” While no votes were actually changed, confidential 
information was leaked and nonetheless, controversy among Americans ensued. Russia’s point man on 
cyber-diplomacy issues, Andrey Krutskikh, compared the nation’s cyber capability developments in 2016 to 
that of the first successful atomic bomb test by the Soviet Union in 1949.  
 
Russia’s alleged collusion in the 2016 US presidential election is just one example of the multitude of data 
breaches that occur throughout the world on a daily basis. Nearly everyday, hospital and medical information 
systems are infiltrated, grid systems are breached, building controls are hijacked, and much more. The 
internet/database - dependent nature of devices and infrastructure in the modern world naturally causes 
weaknesses and leads to the possibility of infiltration. Medical equipment that relies on the ability to adapt to 
circumstances in real-time could be hijacked, leading to the loss of a patient’s life. The self-driving capability 
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of certain automobiles could be hijacked as well, causing an accident. Air traffic control systems could be 
breached, which could lead to many lives lost. In today’s society, the possibilities for disastrous cyberattacks 
are endless. However, speculation of a planned cyberattack as the cause of every technological mishap is 
problematic as well. IoT devices and infrastructure are naturally and spontaneously going to have disruptions. 
Automatically blaming a certain nation or group as the culprit of the disturbance only raises tensions and 
reason to retaliate. This is a current issue facing Russia and the United States (as well as other places 
throughout the world), as both parties assume that any disruption to their own power grids was the result of a 
direct act of cyber aggression from the opposing party. Consequently, the urge to retaliate appears and 
tensions heighten between both nations. As nations continue to use digital systems as a medium for carrying 
out their political and military goals, the controversial question arises: what extent of a cyberattack constitutes 
an act of war? 
 
Fortunately, there are many defense systems in place to limit the possibility of cyberattacks from occurring on 
both a national and individual level. The United States Department of Homeland Security, for example, has a 
Cyber Physical Systems Security (CPSSEC) project in order to address and try to solve security concerns 
associated with cyber physical systems (CPS). Due to the fast advancement of technology in the modern 
world, however, it is difficult for effective firewalls and defense systems to be established. In addition, 
computer and other IoT device manufacturers are often reluctant to incorporate the most state of the art and 
highly effective defense systems due to the high production cost, so many devices used throughout the world 
are not sufficiently protected. Financial services firms, one of the more frequent targets of data breaches and 
attacks, have been increasing investment in cyber-protection and digital defensive strategies. Microservices, 
application programming interfaces, and the cloud are just some of the evolving yet hazardous technologies 
that put these companies at risk; it is the unexplored and defenseless nature of these technologies that allow 
for attacks. As it is a new issue that could permanently change the way countries and members of society 
interact, it is clear that there needs to be regulations set in place in order to protect the global population from 
the mass destruction cyber weaponry has the potential of creating. 
 
Major Countries Involved 
The United States of America: As one of the most populated nations in the world with an immense amount of 
power, the US has been the target of cyberattacks in the form of data breaches and stolen information from 
other nations and groups, such as Russia and China. However, there have been past accusations against the 
US and its involvement with its own orchestrated attacks to promote its own interests. 
 
Russia: With every major controversy regarding cyberattacks and cyberwarfare, much speculation indicates 
that Russian individuals, which may be associated with the government, are the cause of these attacks. 
Ukraine, Germany, and the US are just some of the nations to have accusations against Russia and its 
obstructive behavior. 
 
Ukraine: Having suffered countless cyberattacks, Ukraine serves as the example of a clear and present physical 
manifestation of a cyber attack. Clearly hacked elections, power grid shutdowns, and compromise of 
company data are just some of the attacks the nation has dealt with in the last decade or so. 
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China: Similar to Russia, China is speculated to be one of the largest threats to the cybersecurity of the United 
States and other nations. Growing mutual suspicions about the intentions and capabilities of cyber warfare 
between China and the United States could lead to arms races or even armed military conflict.  
 
North Korea: Despite having a smaller capacity for cyberwarfare than Russia and China, North Korea has still 
conducted many high-profile attacks against foreign countries and even corporations. Both the United States 
and South Korea have been and continue to be major targets for North Korean hackers. Likewise, Sony 
Pictures was a target of the North Korean government as a result of a film that portrayed North Korea in a 
negative light. 
 
Israel: The Israeli cybersecurity industry has largely become regarded as a nursery for innovative solutions. 
Many new cybersecurity companies are funded in Israel and maintain bases in the country. 
 
Relevant Non-Governmental Organizations (NGOs) 
The SANS Institute: One of the world’s largest and most trusted sources for security certification and 
information security training. It operates the Internet Storm Center, which is the Internet’s early cyberattack 
warning system. The SANS Institute also maintains and has available a large collection of research documents 
regarding information security. 
 
ISSA (Information Systems Security Association): Community for international cybersecurity professionals 
dedicated to protecting important information and infrastructure, promoting individual growth, and managing 
technological risk. 
 
CIS (Center for Internet Security): Nonprofit organization with the intention of improving public and private 
cybersecurity preparation and response, with an emphasis on collaboration to achieve its goals. Through 
partnership with experts and cheap solutions, CIS offers resources that help partners accomplish their 
security goals.  
 
IAPP (International Association of Privacy Professionals): Largest global information privacy resource and 
community that helps define, enhance, and support the privacy profession.  
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Timeline of Key Events   2

2010: One of the first instances of cyberattacks is recorded as the Stuxnet worm was used to attack Iran’s 
nuclear program; Israel and the US were linked to this attack with no confirmation. 
 
March 2014: Russia allegedly enacted a DoS attack in Ukraine, pushing pro-Russian rebels to take control of 
Crimea. 
 
May 2014: Russian-based hackers took down Ukraine’s election commission systems in an attempt to 
suppress the nationalist candidate and support the pro-Russian candidate. 
 
2014: North Korean hackers were blamed for an attack on Sony Pictures after a film depicted their leader in a 
negative light. 
  
2015: An attack on the German parliament infected 20,000 computers, stealing sensitive information and 
demanding ransom from governmental workers; It has been linked to the Russian Secret Service. 
 
December 2016: 230,000 Ukranians experienced a blackout, phone lines were flooded with DoS attacks, and 
malware was used to destroy company data; It took months for companies to fully recover from the attack, 
which was suspected to have originated from Russia. 
 
2016:  The US’s presidential election was allegedly interfered by Russian-based hackers, skewing the results 
and raising questions and concerns about the legitimacy of democracy; Debates and controversies continue to 
this day regarding a way to address the attack. 
 
Previous Attempts to Resolve the Issue 
As cyberwarfare is a relatively new issue in today’s society, there has not been a truly decisive attempt to 
resolve it. Cyberwarfare is an umbrella term in itself; there are many aspects to it,  and it must be continuously 
addressed. As the cyber domain is not the same as the physical domain in which traditional wars are fought, it 
is ambiguous how the international humanitarian law and the Geneva Convention apply to cyberwarfare. 
United Nations Secretary-General Antonio Guterres has previously called for further international regulations 
in order to reduce the impact of cyberwarfare on civilians. In early 2019, some NATO allies claimed they 
were preparing cyber warfare principles they could use to guide their militaries and justify the broadening use 
of cyber weapons. Essentially, apart from diplomatic discussions about how much authority certain countries 
should have regarding the deploying of cyber weapons, the threat of cyberwarfare and its physical 
manifestations seems to be growing rather than shrinking. 
 
There are, however, many organizations used to promote cybersecurity and information about security 
training in order to protect individuals from cyberattacks. The SANS Institute, for example, operates the 

2 As events unfold leading up to the conference, we will post important information on our Twitter page @UMVMUN. 
Please follow us so you don’t miss out on these updates! 
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Internet Storm Center, which monitors the internet for malicious activity and warns users, with special 
regards to possible large infrastructure events. 
 
Possible Solutions 
In the modern world, technology is continuously shifting and advancing As a result, the issue of cyberwarfare 
and cybersecurity breaches might never be able to be completely resolved; hackers will constantly learn and 
find new ways to infiltrate data systems. Additionally, because the cyber realm is relatively new in the global 
community, the international regulations and rules set in place regarding cybersecurity and national leaders’ 
control over it are rather ambiguous. To limit individuals’ IoT devices from malware and cyber malice, 
manufactured products could be subjected to higher standards to incorporate sufficient defensive systems. 
On an international scale, if countries moved away from reflexive solutions to speculated cyber acts of 
aggression and towards more diplomatic, innovative engagement, the safety and security of each country’s 
population could be preserved. Because of the vast range of possible cybersecurity attacks, from an individual 
level to an international level, both private and public sectors should cooperate in order to maximize 
protection for everyone. Despite the fact of technology’s elusive and continuously advancing nature, spending 
on more advanced defense systems could be useful to some extent. 
 
Appendix 

1. US Homeland Security - Cyber Physical Systems Security 
2. RAND Corporation - Cyber Warfare 
3. TechTarget - Network Security Terms and Definitions 
4. Cybersecurity Ventures - Cybersecurity Industry Associations 
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https://www.dhs.gov/science-and-technology/cpssec
https://www.rand.org/topics/cyber-warfare.html
https://whatis.techtarget.com/glossary/Network-Security
https://cybersecurityventures.com/cybersecurity-associations/
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Questions Essential to Debate 
1. What constitutes an act of war in the cyber domain? 
2. How can international regulations be established in order to limit cybersecurity breaches? 
3. How can regulations be placed on IoT devices in order to ensure they are sufficiently protected? 
4. What can help groups differentiate between a cyber attack and a natural, spontaneous technological 

disruption? 
5. Should a nation focus more on defending the security of its individual citizens or the national security 

as a whole? Or rather, where does the line blur and how should nations approach this? 
6. How can immediate preventative measures be taken in order to quickly save lives in the case of a 

physical manifestation of a cyber attack? (Such as the hacking of an air traffic control or healthcare 
system?) 
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